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Discussion Topics

» Define “computer forensics”
» Computer forensics team workilow

» Computer forensics methodology
and tools

» Where to apply computer forensics?

» How to start a computer forensics
program?
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Computer Forensics

» Application of computer investigation
and analysis techniques to collect
evidence.

» Structured and objective
investigation — think CSI

» Preservation of digital artifacts
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Use of Computer Forensics

» Policy violations

» Federal and/or state law violation
» Research misconduct

» Preliminary analysis of incident

unknown if a crime has been
committed
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Insider Motivations

» Intentional » Unintentional
Disgruntled Complacence
. New
Terminated Untrained

Personal Gain
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When Should You Use It?

» Anytime there are digital artifacts
Determine scope of data collection

Preserve data to nullify accusations of
spoliation

Corroboration to improve argument of
authenticity

» Courts

Anticipation of litigation

Anticipation of obstruction of justice
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Relevant Policies and Laws

» UC Electronic Communications Policy

Privacy and Access
» Applicable state laws

» Federal Rules of Civil Procedure

» Government searches and privacy
Fourth Amendment
Wiretap Act 1968

Electronic Communications Privacy Act 1987
Patriot Act 2001 and 2006
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Relevant Policies and Laws

Fourth Amendment, US Constitution

The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not
be violated, and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the
place to be searched, and the persons or things to be seized.
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- Judicial sanction
- Probable cause
- Defined scope
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Methodology

» Preparation

» Collection

» Preservation
» Extraction

» Identification
» Analysis

» Reporting
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What’s In the Computer Forensics
Toolkit?

» Hardware
Wide variety of interfaces
Integrity preserving devices

» Software
Wide variety of formats to parse

» Training
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DIGITAL FORENSIC
ANALYSIS METHODOLOGY

L gk A

PROCESS OVERVIEW

U this saction a5

|

ovecs men:

1 P
OBTAINING & ! CASE- —
IMAGING FF&FEEUNESSI.:.: 5 ':i';ﬁ'}‘cgg: RFE%F;E;I'S;LCG LEVEL o oo ot
FORENSIC DATA ANALYSIS [l T,
E o rerew by e apErLteresic
PREPARATION / EXTRACTION IDENTIFICATION ANALYSIS
Stay r 1
1 '—in—' for

/| Coordinate

-~ Does request - p
- conkain sufficient "; N Pequester to
- Determine
nest etap.

Sctup and validate forensic
hardware and software;
create system configuration

[+ Das ir oo whare ressvnnn susars task pinee?

as needed Tneriminating
Information
outside - o When was it creabed. sl modified. receved. sent.
. . . scopa wicmed, deicicd, and kunched
/' Duplieate and verify of the Leads , = Dot it Sherw wiven relewant events ook slace?
. oegrity of WRrTENT PREPARATLON /' blsalring. o il gt
Forensic Data™ DutaSearch 5 e timal Wure niciry kev
. How
Integrity OK
[« Hew gid it ORONITE N The MESAT
Data NOT - How was & crested, tansmitted, modhed sad used?
- ey L hew T it
Organize / Refine b i'u:-::'r. 1 { “Mew Source of ST
Torensic request and Data Lead” " .
= request Artifacts and Metad. I it [FE—

sebet forensic lools.

v Begistry entries

s rociicationscystam loge. of Data Laad”

Extract dota requested =l T

Consider
Advising
Reguester of
initial findings

Tdentify Ary ather infarmation thar i
relevant to the foransic request.
Use timeline and/or other methods to
document findings on "Analysls Besults
it

Document Find

Department of Justice: www.cybercrime.gov ucbAvis _
12 INFORMATIONEDUCATIONALTECHNOLOGY




Where’s the Data?

» New Survey reveals one-third of
employees use personal email one or
twice a week for business purposes

» Nearly 60 percent use personal email at
work with employer provided email is
down

Source: AP Alert — Business (Market Wire), April 16, 2007
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Location Potential source What you might find Who to ask first
Victim computer ®  Operating system logs ® [Date and time stamps = Yictim
® Application logs ® [Jser namas and passwords ® PMetwork administrataor
m Security logs m Connection information or installar
m i files m [P addresses
m Contraband files ® MNode names
Victirm-side m Firewall logs ® Address translations m Victim
fireweall ar router, ® DHCP logs ® [Oate and time starmps ® PMebtwork adrmimistrataor or
Syslog server m BAT/PAT logs m [Isar nameas and passwords installar
® Proxy logs ® Connection information
m P addresses
m MNode names
Victirm ISP m Firewall logs m Victim ISP
® DHCP logs
= NAT/PAT logs
B Progy logs
Source |EP m Firewsll logs m Sgurce ISP
m DHCP logs
® NAT/PAT logs
= Proxy logs
Source-side B Firewall logs W [Jwner
fireweall, router, m DHCP logs m Cperator
Swslog serer m BAT/PAT logs m PMetwork adrministrataor
® Prozy logs
Source computar ® Operating system logs ® [ate and time stamps m wner
® Application logs ® [Jser namas and passwords ® [Jperator
® Security logs ® Connection information ® PMetwork administrataor
m i files m [P addresses
m Contraband files ® Mode names
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General Incident Considerations

» Restrict access to area/systems

» Create a timeline

» Document environment and actions
» Pull the plugs? Which plugs?

» Bag and tag?

» Prepare to accept disk image(s)

» Image disk(s)

» Discover boot order
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General Incident Considerations

» Disk analysis

» Need incident details prior to initiating
data search

» Maintain chain of custody
» Extent of analysis
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“The New E-spionage Threat”

» Spear phishing
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» Emalil targets high profile executives
» Executives are enticed them to a Web site
» Victim downloads a program

» Key logger is installed

BusinessWeek, April 10, 2008
Better Business Bureau, February 2007
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Threats to Forensics

» Cryptography
» Disk wiping
» Anti-Forensics

» Cloud computing
GDrive

» Data overload
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What’s This Going to Cost?

Standalone Forensics SW $ 5,000
NW Acquisition SW $195,000
Hardware $ 12,000
Training with Travel (for 2 $ 15,000
positions)

Secure Forensics Facility Depends
Forensics Staff Depends
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Can This Work be Outsourced?

» Availability
» Confidentiality

Privileged work product?

» Bias

Independence
Work for hire

» Liability
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Can This Work be Outsourced?

» Advantages
Independence of expert

» Disadvantages

Without clear expectations and
authorities, each incident can
be bureaucratic, slow and
expensive
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Summary

» Forensics is a methodology
driven process

» Preparation helps to manage
costs and liability
» Technology constantly changes

Motivations for misuse of
electronic resources do not
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References

» Open Source tools

www.opensourceforensic.org

» Commercial tools, training and/or services
www.accessdata.com
www.forensics-intl.com (New Technologies, Inc)
www.guidancesoftware.com
WWW.Sans.org
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